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1. VPN Overview

VPN (Virtual Private Network) is a private network established via the public network,
generally via the Internet. However, the private network is a logical network without any
physical network lines, so it is called Virtual Private Network.

With the wide application of the Internet, more and more data are needed to be shared
through the Internet. Connecting the local network to the Internet directly, though can allow
the data exchange, will cause the private data to be exposed to all the users on the Internet.
The VPN (Virtual Private Network) technology is developed and used to establish the private
network through the public network, which can guarantee a secured data exchange.

VPN adopts the tunneling technology to establish a private connection between two
endpoints. It is a connection secured by encrypting the data and using point-to-point
authentication. As the packets are encapsulated and de-encapsulated in the Router, the
tunneling topology implemented by encapsulating packets is transparent to users.

The tunneling protocols supported by TP-LINK Routers are as below:

Product Model Tunneling Protocol
TL-ER6120 IPsec. PPTP. L2TP
TL-ER6020 IPsec. PPTP. L2TP
TL-ER604W IPsec. PPTP. L2TP
TL-R600VPN IPsec. PPTP




2. How to configure LAN-to-LAN IPsec VPN on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W, TL-R600VPN

“'-—-Q‘»’-_

To setup an IPsec VPN tunnel on TP-LINK routers you need to perform the following steps:
A
B.
C.
D
E

NOTE: We use TL-ER6120 and TL-R600VPN in this example, the way to configure IPsec VPN

Int t
TL-ER6120 Modem it L Y TL-R600VPN

Router A Router B

Connecting the devices together

Verify the settings needed for IPsec VPN on router
Configuring IPsec VPN settings on TL-ER6120 (Router A)
Configuring IPsec VPN settings on TL-R600VPN (Router B)
Checking IPsec SA

on TL-ER6020/TL-ER604W is the same as that on TL-ER6120.

A. Connecting the devices together

Before setup a VPN tunnel, you need to ensure that the two routers are connected to the
Internet. After ensuring that there is an active Internet connection on each router, you need

to verify the VPN settings of the two routers, please follow the instruction below.

B. Verify the settings needed for IPsec VPN on router

To verify the settings needed on the two routers, please login the router’s management

webpage.

Router A’s Status page:

PC
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TP-LINK

TL-ER6120

Network
*Status
* System Mode
* WAN
*LAN
*DMZ
*MAC Address
* Switch
User Group
Advanced
Firewall
VPN
Services
Maintenance

Logout

Router B’s Status page:

System Status

Device Info

Furmware Version:

1.0.0 Busd 20111114 Rel.52682

Hardware Version: TL-ER6120 v1.0
System Time
System Time: 2012-02-08 10:11:16 Wednesday
Runming Time: 14 Mour, 34 Min, 53 Sec
WAN
WANI unk Up
Primary Connection: PPPoE/Russian PPPOE
Status: Connected
Online Tirme: 6 Sec This willbe
[1F address: 218.18.0.233 | : :::::.B"
Subnet Mask: 255.255.255.255 I Gateway IP
MAC Address: 90-F6-52-49-A0-67
Secondary Connection: o
Status: ... | Thisis
RS __ | Router A's
Local Subnet
Subnet Mask: won N— ——
LAN/DMZ \ /
Interface 1P Address Subnet Mask
LAN 192.1638.0.1 255.255.255.0

WAN2

Primary Connection:
Status:

1P Address:

Subnet Mask:
Gateway:

MAC Address:

Secondary Connection:

Status:
1P Address:
Subnet Mask:

DHCP Server

Enabled

Link Down
Dynamic 1P
0.0.0.0

0.0.0.0

0.0.0.0
90-F6-52-49-A0-68

MAC Address
90-F6-52-49-A0-66



TP-LINK

Fliimwa e Versiore 100 Build 120118 Re1 418770
Hat dwar e Vet siorc RE00OVPN v1 00000000
LAN
MAC Address:  90-F6-52-26-1C-44 Thisis
Router
P Addiess: 192.168.10.1 g's
Subnet Mask: 2552552550 " Local
Subnet
WAN
MAC Addiess: G0-F6-52-26-1C-45 Thiswillbe
[P Addiess: 218181208 | RodaA'S D
53 8.1.20 \_ __ Remote tect on Demand)
Subnet Mask: 255.255.255.255 Gateway IP
Detoult Gateway. 218181 208
DNS Serves: 2029613833, 20296128 86
Online Time: 0 day(s) 000449 Disconnect

C. Configuring IPsec VPN settings on TL-ER6120 (Router A)

Step 1 : On the management webpage, click on VPN then IKE Proposal.

Under IKE Proposal, enter Proposal Name whatever you like, select Authentication,
Encryption and DH Group, we use MD5,3DES, DH2 in this example.

TP-LINK

Step 2 : Click on Add.

| Click on Add |
Select
v MD5, -m
v\ g 3DES,
= DH2
Encr DH Acton
No entnes.

[select al | [ Detete ][ Search |

TL-ER6120 | ixe pobcy REEEEER]
IKE Proposal
_ Network
User Group Proposal Name: test]
_6,.‘,.?.,.“_‘_._‘ Agthentication: MDS
Firewall . e
=" n:
VPN NCrypio
* IKE DH Group: DH2
Saneec List of IKE Proposal
*L2TP/PPTP
el No. Name Auth
Services
Maintenance
Logout




Step 3 : Click on IKE Policy, enter Policy Name whatever you like, select Exchange Mode, in
this example we use Main, select IP Address as ID Type.

TP-LINK

TL-ER6120 IKE Policy IKE Proposal
IKE Policy
Network
_Usar Grous vt e
_ Advanced Exchange Mode: & Man Aggressive @
Firewall Local ID T 1P Add £QD -
e e———— oca yoa: o ress N
VPN [_telp |
* IKE Local ID:
*IPsec Remote 10 Type: & 1P Address ) FQDN
9 L2TP/PPIP
Services Remaote 1D:

Step 4 : Under IKE Proposal 1, we use testl in this example. Enter Pre-shared Key and SA

Lifetime you want, DPD is disabled.

~ Maintenance

IXE Proposal 1: testl g
P I 2:
Logout e s
IKE Proposal 3: . Here we
r
IKE Proposal 4: v et
secret as
Pre-shared Key: secret Pre-
SA Ufetime: 28300 Sec (80-¢ shared
DPD: Enable & Disable Key
DPD Interval: Sec (1-300)
List of IKE Policy
No. Name Mode Proposal 1 Proposal 2  Proposal 3 Proposal 4 Action
1 testl Main testl ¥

Step 5 : Click on Add.

[Select an | [ Delete | [ Search |

TP-LINK'

TL-ER6120 IKE Policy IKE Proposal
IKE Policy Click on Add

_Network —_—
_User Group S estyf
_Advanced Exchange Mode: & Main Apgressive -m

Firewall @
VPN Local 1D Type: O 1P Address FQON

-t fmonl 1N

Step 6 : Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP

Authentication and ESP Encryption you want to enable on VPN tunnel. Here we

use ESP, MD5 and 3DES for example.



TP-LINK

IPsec Policy IPsec Proposal

(Click on Add |
Select "L
=
~ MDS,
3DES
Auth ESP Encr Action

ESP

TL-ER6120
1Psec Proposal
Network
User Group Proposal Name: ipsec
Adv.n.ced Secunty Protocol: ESP -
Firewall
VPN ESP Authentication: MDS -
* IKE ESP Encryption: 3DES -
*IPsec
List of IPsec Proposal
*L2TP/PPTP
No. Name Protocol AH Auth
~Services ;
Maintenance No entries.
| select Al | [ Delete || Search |
Logout

Step 7 : Click on Add.

Step 8 : Click on IPsec Policy, enter Policy Name whatever you like, the Mode should be LAN-
to-LAN. Enter Local Subnet and Remote Subnet.

TP-LINK

TL-ER6120

Network

User Group

Advanced

Firewall

VPN
* IKE
*IPsec
*L2TP/PPTP

Services

Maintenance

Logout

iPsec Polcy

General
1Psec: O Enable ® Disable
IPsec Policy

Policy Name:

L — | Router A’s

1 '—_ﬁ_'1
Mode: LAN-to-LAN | v local subnet |

AL
Local Subnet: 192.168.0.0 /24 ;
Remote Subnet: 192.168.10.0 e ' IRoutler gs :

ocal subne
WAN: WAN1 v J e
A ’

Remote Gateway: 218.18.1.208 (< :{:uter B's WAN

Policy Mode: ® ke O Manual

Step 9 : Select WAN you use and type in Remote Gateway. In this example, the Remote
Gateway is Router B’'s WAN IP address, 218.18.1.208.

Step 10 : Look for Policy Mode and select IKE.

Step 11 : Under IKE Policy, we select test1 which is used.

Step 12 : Under IPsec Proposal, we use ipsecl in this example.



Step 13 : Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the period
you want.
Step 14 : Look for Status then select Activate
«L2TP/PPTP Local Subnet; |192.168.0.0 7124
Services Remote Subnet: 192.168.10.0 124
Maint ) s I
_Naintenance WAN: | Select IKE -
Logout Remote Gatewayr——2 ] (1P Address/Domain Nome)
S e — N
Policy Mode: o IxE Manual!
IKE Policy: testl v o testl
1Psec Proposal 1: ipsecl - and
: = ipsecl
1Psec Proposal 2: - S
1Psec Proposal 3: . —_—
1Psec Proposal &: wee -
PFS: NONE *i' . a JiEnters i
SA Lifetime: 28800 N 38800’
Status: © Activate Inactivate |
List of 1Psec Policy - o
No. u4 | Local Subnet Remote Subnet  Policy Mode
Copyright @ 2011 M 1 o Select Activate | 192.168.0.0/24 192.168.10.0/24 IKE
TP-LINK TECHNOLOGIES
CO., LTD. All Rights | Select Al | [ Activate || inactvate|| Delete || Search |
Reserved.

Step 15 : Click on Add.

i

General
1Psec: O Ensble & Disable —
IPsec Policy Cli
Policy Name: lipsec
Mode: | LAN-to-LAN v
Local Subnet: (192.168.0.0 12124

Step 16 : Select Enable then click on Save.

IPsec Policy

s

|

L&]

ck on Ad

ik

Select Enabl

1Pgec: @ Enable Disable Click on l'_—‘
Save | :

1Psec Policy
Policy Name: |ipsec
Mode: LAN-to-LAN -
Local Subnet: (192.168.0.0 |712¢

General




D. Configuring IPsec VPN settings on TL-R600VPN (Router B)

Step 1: Goto IPsec VPN -> IKE, click on Add New

TP-LINK

Status

Basic Settings
Quick Setup
Network

Advanced Settings
DHCP
Forwarding
Secunty
Access Control
Psec VPN

IPsec

List of IKE Policy

10 Policy Name Exchange Mode Authentication Encryption DHGroup Pre.shared Key Modify
Now the Est is emply

" Clickon CurentNo. 1 ~ Page
Add New

Step 2 : Enter Policy Name whatever you like, here we use test2. Exchange Mode,

select Main.

TP-LINK

Status

Basic Settings
Quick Setup
Network

Advanced Settings -
DHCP
Forwarding

Security
Access Control
Psec VPN

-IPsec
- SA List
PPTP VPN Server

Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

Maintenance

System Tools

IKE Policy Settings

Policy Name: test2

Exchange Mode: @ Main Agoressive ‘ These |
Authentication Algorithm: MD5 v l ! settings
Encryption Algorithm: 3DES vi K are the
DH Group: DH2 . \j—‘ same with
Pre.shared Key: | secret . RouterA
SA Lifetime: 28800 seconds (6¢-604800)
DPD: Enable © Disable

Step 3 : Authentication Algorithm and Encryption Algorithm are the same with Router A, we
use MD5 and 3DES in this example.



Step 4 : DH Group, select DH2, the same with Router A.

Step 5 : Enter Pre-share Key and SA Lifetime, make sure that they are the same with Router

A.

Step 6 : Click on Save.

Step 7 : Click on IPsec on left side, click on Add New.

Status

Basic Settings
Quick Setup
Network

Advanced Settings
DHCP
Forwarding
Secunty
Access Control
IPsec VPN

KE

SA List
PPTP VPN Server

Advanced Routing

List of IPsec Policy
IPsec: Enable & Disable
1D Policy Name Local Subnet Remote Subaet Exchange Mode Status  Modity
Now the kst is empty

Click on
Add New

CurrentNo. 1 ~ Page

Step 8 : Enter Policy Name, we use ipsec2 in this example.

Step 9 : Enter Local Subnet and Remote Subnet, and then enter Remote Gateway, it’s Router
A’s WAN IP address, 218.18.0.233.

TP-LINK

Status

Basic Settings

Quick Setup
Network

Advanced Seftings
DHCP
Forwarding
Security

$s Control

PPTP VPN Server
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

Maintenance

System Tools

IPsec Policy Settings

Policy Name: ipsec2
Local Subnet: 192 168 10.0 124 —_—
Remote Subnet 192 168.0.0 I 2 'Router A’s local
: 'subnet
Remote Gateway: 218.18.0.233 (IP or Gomain name)
Exchange Mode: 9 IKE Manual ., ,.
Socy Pretonst: ese Router A’s WAN
Authentication Algoritha: MD5 P
Encryption Algorithim: 3DES -
IKE Security Policy: test2 v Click here to add IKE list
PFS Group: NONE -
Lifetime: 28800 seconcs (60-604800)
Status: Enable v
| Back
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Step 10 : Look for Exchange mode, please select IKE, and Security Protocol, we use ESP here.

Step 11 : Authentication Algorithm and Encryption Algorithm are the same with Router A,
we use MD5 and 3DES in this example.

Step 12 : IKE Security Policy, we use test2 in this example.

Step 13 : Look for PFS, we set NONE here, under Lifetime, enter “28800” or the period you
want.

Step 14 : Look for Status then select Enable.
Step 15 : Click on Save.

Step 16 : Enable IPsec and then click on Save.

TP-LINK

Status
Basic Settings List of IPsec Policy
Quick Setup
e Select Enable
Advanced Settings vy =
oHCP Psec: @ Enable Disable Save = Click on Save
Forwarding
Security 0 Policy Nune Local Subnet Remote Subiwet Exchange Mode Status Modty
Access Control 1 psec2 19216310 0,24 19218800124 IKE Enabled Modify Delete
| Add New... || Delete All |
CurrentNo. | « Page
E. Checking IPsec SA
Router A:
TL-ER6120 Psec Polcy  IPsec Proposal ISR
List of IPsec SA
Network
e ———— No, Name SPl Dwrection Tunnel Dats Flow Protocl AMAUth  ESPAuth €SP Ener
User Group
TR 218.18.0.233¢- 192.168.0.0/24<-
Advanced 1 ipsec 619756860 in ESP MDS 3065
Y — 218.18.1.208 192.168.10.0/24
Firewall
VPN 218.18.0.233-> 192.168.0.0/24->
2 ipsec 127921571 out ESP MOS 30es
. IKE 218.18.1.208 192.168.10.0/2¢
s [Refresh | search |[_neip |
*L2TP/PPTP
Services
Router B:

11



TP-LINKC

g List of Security Association
' ' 10 Nome  SPI Tunnel nitiator  TunnolRecelver  Securfty Protocel  AHAwth  ESP Auth  ESP Encr
] ! lpsec2 619756860 218161208 218180233 £se “ MD5 3068
2 jpsec2 127921571 218180233 218161208 EsP 3 MD5 30€8
. __Refresn |




3. How to configure GreenBow IPsec VPN Client with a TP-LINK VPN

Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604AW

PC Internet Modem TL-ER6120 Pe

GreenBow IPsec VPN Client is an IPsec VPN client software developed by TheGreenBow
company. It can be downloaded from download page for TL-ER6120 (http://www.tp-
link.com/en/support/download/?model=TL-ER6120&version=V1) or official website of

TheGreenBow (http://www.thegreenbow.com/vpn/vpn-client.html?utm expid=333874-
5.xSdTaggCQhu28X37i2BKrw.1&utm referrer=http%3A%2F%2Fwww.thegreenbow.com%2F
services.html ).

To setup an IPsec VPN tunnel between the GreenBow IPsec VPN Client and the TP-LINK VPN
Router you need to perform the following steps:

A. Make sure PCs of two sides can access to Internet
B. Configuring the TP-LINK VPN Router
C. Configuring the GreenBow VPN Client

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring the TP-LINK VPN Router

Step 1:

Access the router’s management webpage, verify the settings needed on the router.

13


http://www.tp-link.com/en/support/download/?model=TL-ER6120&version=V1
http://www.tp-link.com/en/support/download/?model=TL-ER6120&version=V1
http://www.thegreenbow.com/vpn/vpn-client.html?utm_expid=333874-5.xSdTaggCQhu28X37j2BKrw.1&utm_referrer=http%3A%2F%2Fwww.thegreenbow.com%2Fservices.html
http://www.thegreenbow.com/vpn/vpn-client.html?utm_expid=333874-5.xSdTaggCQhu28X37j2BKrw.1&utm_referrer=http%3A%2F%2Fwww.thegreenbow.com%2Fservices.html
http://www.thegreenbow.com/vpn/vpn-client.html?utm_expid=333874-5.xSdTaggCQhu28X37j2BKrw.1&utm_referrer=http%3A%2F%2Fwww.thegreenbow.com%2Fservices.html

Device Info
Firmware Version:
Hardware Version:
System Time

System Time:

Running Time:

1,0.2 Build 20120719 Rel.42888

TL-ER6120 v1.0

2012-09-05 16:07:49 Wednesday

S Day, 4 Hour, 46 Min, 5 Sec

WAN
WAN1 Link Up WAN2 Link Down
Pnmary Connection: PPPoE/Russian PPPOE | . sctron: Dynamc IP
Status: Connected p fThIS IP address Connecting...
Online Time: 5Min, 49 Sec /%;?hOU|d be typed 0.0.0.0
[P Address: 183.14.247.247) in GreenBow 0.0.0.0
Subnet Mask: 255.255.255.255\'_’-"0“""3“3 as 0.0.0.0
MAC Address: 90-F6-52-8D-EE-FB remote gateway. 90-F6-52-8D-EE-FC
Secondary Connectio — S HASY Connection: -
e This is Remote LAN R
1 Address: subnet address for IP Address:
Subnet Mask: GreenBO\A{ software Subnet Mask:
LAN/DMZ
Interface 1P Address Subnet Mask DHCP Server MAC Address
LAN |192.168.0.1 255.255.255.0 | Enabled 90-F6-52-BD-EE-FA
Step 2:

On the management webpage, click on VPN then IKE Proposal. Under IKE Proposal, enter
Proposal Name whatever you like, select Authentication, Encryption and DH Group, we
use MDS5, 3DES, DH2 in this example.

IKE Proposal
Proposal Name: 1 m
Authentication: 'MD5 [+
Encryption: |3DES =]
DH Group: |DH2 [+]

List of IKE Proposal
No. Name Auth Encr DH Action

1 1 MODS 3DES DH2 /¥
Step 3:

Click on IKE Policy, enter Policy Name whatever you like, select Exchange Mode, in this
example we use Main, select FQDN as ID Type and enter Local ID and Remote ID whatever
you like, here we enter “1234” for Local ID and “4321” for Remote ID.

14



IKE Policy

Policy Name: 123
Exchange Mode: @ Main Aggressive
ear
Local ID Type: 1P Address @ FQDN
Local ID: 1234 ‘
Remote ID Type: 1P Address @ FQDN
Remote ID: 4321 '
IKE Proposal 1: (1 B
IKE Proposal 2: ~]
IKE Proposal 3: [=] Here we
IKE Proposal 4: E] /l enter
— -/ 123456
Pre-shared Key: 123456 ¢
\ as Pre-
if - -
SA Lifetime 28800 | Sec N shared
DPD: Enable @ Disable Key
DPD Interval: 0 | Sec (1-3

NOTE: No matter on Main mode or Aggressive mode, once the client PC is behind a NAT
device, we have to select FQDN as ID Type and the NAT device must support VPN
passthrough, otherwise the VPN tunnel can’t be established.

Step 4:

Under IKE Proposal 1, we select 1 in this example. Enter Pre-shared Key and SA Lifetime you
want, DPD is disabled.

Step 5:

Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP
Authentication and ESP Encryption you want to enable on VPN tunnel. Here we
use ESP, MD5 and 3DES for example.

15



IPsec Proposal
Proposal Name:
Security Protocol:
ESP Authentication:

ESP Encryption:

List of IPsec Proposal
‘ No. \
|| 1|

Name
123

Step 6:

:1:53p IzIl
_— .
| 3DES [v]

‘ Protocol \ AH Auth \ ESP Auth | ESP Encr] Action

| ESP | - | MDs 3ES | ZF

Click on IPsec Policy, enter Policy Name whatever you like, the Mode should be Client-to-
LAN. Enter Local Subnet and select WAN port.

General
IPsec: @ Enable ¢ Disable

IPsec Policy ,
Poicy Name:  [123 | 4| Select
Mode: Client-to-LAN  [+] \’__‘ Client-
Local Subnet: 192.168.0.0 /24 to-LAN
Remote Subnet: 0.0.0.0 /0
WAN: WAN1 =]
Remote Host: 0.0.0.0 '
Policy Mode: o IKE Manual
IKE Policy: 123 [+
IPsec Proposal 1: 123 E]
1Psec Proposal 2; | -e- [+
IPsec Proposal 3: |- [+
IPsec Proposal 4: |- [+
PFS: NONE [~]
SA Lifetime: 28800 | sec (120-604800)
Status: o Activate Inactivate

Step 7:

Look for Policy Mode and select IKE. Under IKE Policy, we select 123 which is used. Under

IPsec Proposal, we use 123 in this example.

16



Step 8:

Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the period you want.
Look for Status then select Activate.

Step 9:

Enable IPsec and then click on Save.

C. Configuring the GreenBow VPN Client
Step 1:

Right click on VPN Configuration and click on New Phrase 1.

& TheGreenBow IPSec VPN Client it e e
Configuration Tools ?

THEGREENBOL -

e ) (o)

—E]___—_— || v—rSom———)
(2] Gobal Export
£ tgbtes Move to USB...
| O @ m m
n a
Save CtieS b VonConf 5.13
| T ddfication: 10-10-2012
Reload Test Config.
Reset Del
Close all Tunnels
New Phase 1 Ctrl+N I

|‘ .lwmm |§ |

Step 2:

17



Under Remote Gateway, enter the router’s WAN IP address, the Pre-shared Key should be
the same with router’s, it is “123456”.on IKE section, the Encryption, Authentication and Key

Group are the same with router’s, we use 3DES, MD5and DH2 here.

| [E] vPN Configuration Authentication | Advanced | Certificate |
~[£] Global Parameters
[z tgbtest Addresses
.0 @m
Remote Gateway 183,14.247.297
Authentication
@) Preshared Key esssee
Confirm eesses
() Certificate
IKE
Encrypton
—
Key Group
© | VPN Gient ready | | p—
Step 3:

Go to Advanced tab, select DNS as Type of ID, and then enter “4321” for Local ID and “1234”

for Remote ID.

18



Gateway: Authentication

Auberscaten [ e | e
Advanced features
[TIMode Config Redun. GW
| Aggressive Mode NATT [Automatc v
X-Auth
(7] x-Auth Popup Logn
[ ) rivbrid Mode Password
Local and Remote ID
Type of ID: Value for the ID:
Local ID DS »| 4321
RemoteID [DNS  v| 1234

Step 4:

Right click on Phase 1, add a new phrase 2.

19



| save | appy | Gateway. Authentication
I @Vﬂl(onﬁwuuon Mvanced m
~[T] Global Parameters -
?*D tgbtest Advanced features 1=
: Redun. GW
T-T | Automatic v
Login
Password 1
Local and Remote ID
Type of ID: Value for the ID:
Local ID [DNS v| 4321
Remote ID [DNS - v| 1234 B

Step 5:

Enter remote LAN address and Subnet mask, in the example, the IP address is 192.168.0.0,
Subnet mask is 255.255.255.0. Encryption and Authentication are the same with routers; we
use 3DES and MD5 here. The Mode should be Tunnel.

20



| || | Tunnel IPSec

@ Vl'uCouﬁnunﬁoa
~E_| Global Parameters

Step 6:

Click Save and Apply and then right click on Phrase 2(Tunnel), click on Open Tunnel.

21



=
[Z] VPN Configuration IPSec | Advanced | Saripts | Remote Sharing |
-3 tgbtest Addresses
|~ 0O tobtest
= 3 Gateway VPNClientaddress 0 . 0 . 0 ., 0
o
Open tunnel Ctrl+0 Address type | subnet address. -
Export Remote LAN address 192 . 168 . 0 . 0
Copy Ctri+C Subnetmask 255 . 255 . 255 . O
Rename F2
Delete Del
l PFS
l [Tlprs Group v
© | ven Clent ready l e 4 ’
Step 7:

If the client connect to the VPN Server successfully, you can see IPsec SA on the list.

IPsec SA
List of IPsec SA- ‘
No.| Name | SPI | Tunnel ] Data Flow | Protocol | AH Auth | ESP Auth | ESP Encr |
2646071062<-> 183.14.247.247<-> | 192.168.0.0/24<->
- M
w | ‘ 1641697897 \ 183.37.236.61 ’ 192.168.1.100/32 e l gl (M

[ Refresh |[ search |[ Help |

22
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4. How to configure Shrew Soft VPN IPsec Client with TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC Internet Modem TL-ER6120 P

Shrew Soft VPN IPsec Client is an VPN Client software developed by Shrew Soft Inc. It can be
downloaded from official website of Shrew Soft (https://www.shrew.net/download/vpn).

To set up an IPsec VPN tunnel, you need to perform the following steps:

A. Make sure PCs of two sides can access to Internet
B. Configuring IPsec VPN settings on TL-ER6120
C. Configuring the Shrew VPN Client

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring IPsec VPN settings on TL-ER6120

Step 1: Access the router’s management webpage; verify the settings needed on the router.
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TL-ER6120

Network
* Status
* System Mode
* WAN
*LAN
*DMZ
*MAC Address
xSwitch
User Group
_Advanced
_ Firewall
_VeN
_Services
_Maintenance

LO!OU!

System Status

Device Info
Firmware Version:
Hardware Version:
System Time

System Time:

1.0.3 Build 20121022 Rel.53185

TL-ER6120 v1.0

2012-10-26 17:42:31 Friday

Running Time: 37 Min, 28 Sec
WAN
WANL Lnk Up WAN2
Primary Connection: Dynamic [P ~~“mary Connection:
Status: Connected Thisisfor ..
‘.
llP Address: 10.10.10.156 : sNhl'e'W s Hr:t Address:
ame or
Subnet Mask: 255.255.255.0 net Mask:
Address
Gateway: 10.10.10.2 leway:
1 $52-B0-EE-FB MAC Address:
This LAN Subnet
| Y
H Addressis for Secondary Connection:
! Shrews Remote Status:
| Network Resource 1P Address:
Suurrer mesw Subnet Mask:
LAN/DMZ

Interface Y ,/1 1P Address Subnet Mask DHCP Server

| ww 192.168.1.1 | 255.255.255.0 Enabled

¢ Down

Dynamic IP

Connecting...
0.0.0.0

0.0.0.0

0.0.0.0
$0-F6-52-BD-EE-FC

MAC Address
90-F6-52-8D-EE-FA

Step 2: On the management webpage, click on VPN then IKE Proposal. Under IKE Proposal,
enter Proposal Name whatever you like, select Authentication, Encryption and DH Group,
we use MD5, 3EDS, DH2 in this example. Click on Add.

|IKE Proposal |

test
[mDs

B

& &

[oH2

Name Auth Encr

No entries,

TL-ER6120
IKE Proposal
_Network Proposal Name:
User Group o
_A—__dvanced = Authentication:
Firewall Encryption:
ven OH Group:
* IKE
. IPsac List of IKE Proposal
*L2TP/PPTP Ne.
Services
Maintenance

[SelectAlI ][ Delete ” Search ]

DH

Add

=]

Clear

Action

Step 3: Click on IKE Policy, enter Policy Name whatever you like, we select Aggressive for
Exchange Mode, select FQDN as ID Type and enter Local ID whatever you like, here we enter
“123” for Local ID and “321” for Remote ID.
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TL-ER6120

Network
User Group
Advanced
_fyewa"

VPN

* IKE

* IPsec

*L2TP/PPTP
Services
Maintenance

Logout

IKE Policy IKE Proposal

IKE Policy

Policy Name:
Exchange Mode:
Loca ype:
Local 10:
Remote 1D:

IKE Proposal 1:
IKE Proposal 2:
IKE Proposal 3:
IKE Proposal 4:
Pre-shared Key:
SA Lifetime:
OPO:

DPD Interval:

List of IKE Policy

No. Name

ike

Main @ Aggressive
IP Address @ FQON
123

IP Address @ FQON

& & E E

123456785
28800 Sec (60-504800)

Enable © Disable

s Sec (1-300)
Mode Proposal 1 Propcsal 2 | Proposal 3 Proposal 4
No entries.
[ Select All ]I Delete ][ Search ]

NOTE: No matter on Main mode or Aggressive mode, once the client PC is behind a NAT
device, we have to select FQDN as ID Type and the NAT device must support VPN
passthrough, otherwise the VPN tunnel can’t be established.

Step 4: Under IKE Proposal 1, we select test in this example. Enter Pre-shared Key and SA
Lifetime you want, DPD is disabled. Click on Add.

Step 5: Click on IPsec on the left menu, then IPsec Proposal. Select Security Protocol, ESP

Authentication and ESP Encryption you want to enable on VPN tunnel. Here we
use ESP, MD5 and 3DES for example. Click on Add.
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IPsec Policy Psec Proposal

TL-ER6120
IPsec Proposal
Network
Proposal Name: test ]
User Group -
Security Protocol; | ESP
Firewall ESP Authentication: [MDS =]
s ‘ [telp ]
ESP Encryption: | 3DES =]
* IKE
List of IPsec Proposal
*L2TP/PPTP No. Name Protocol AH Auth Action
Services No entries.
Maintenance
[ Select All ][ Delete ][ Search ]
Logout

Step 6: Click on IPsec Policy, enter Policy Name whatever you like, the Mode should

be Client-to-LAN. Enter Local Subnet and select WAN port.

TP-LINK

Psec P S DGO >
TL-ER6120 Psec Policy IPsec Proposal IPsec SA
General
Network 1Psec: @ Enable Disable
User Group
Advanced ahsacRokey
Firewall Policy Name: ipsec
i T . =
ient-to- -
* IKE : ‘ Clear
Local Subnet: 192.168.1.0 /23
_.lL"’_Tﬂ’iT_”_. Remote Subnet: i_).ozp'.pf - Y (} 7\
Services
Maintenance AN AN [=]
Remote Host: 0.0.0.0
Logout
Policy Mode: 9 IKE ) Manual
IKE Policy: ke B
1Psec Proposal 1: test E
1Psec Proposal 2: =
1Psec Proposal 3: =
1Psec Proposal 4: =
Prs: [NONE =]
SA Lifetime: k2-8800 | Sec (120-604800)
Status: 9 Activate Inactivate

List of IPsec Policy

No. Name Mode Local Subnet Remote Subnet Policy Mode Status Action

No entries.

[ select il |[ activate |[ inactivate |[ Delete |[ search |

Copyright @© 2011
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Step 7: Look for Policy Mode and select IKE. Under IKE Policy, we select ike which is used.
Under IPsec Proposal, we use test in this example.

Step 8: Look for PFS, we set NONE here, under SA Lifetime, enter “28800” or the period you
want. Look for Status then select Activate.

Step 9: Enable IPsec and then click on Add.

C. Configuring the Shrew VPN Client

Step 1: Click on Add. Under Host Name or IP Address, enter the TL-ER6120’s WAN IP address,
select disable for Auto Configuration. Under Address Method, we select Using an existing
adapter and current address.

File Edit View Help

2 &3 | General {Client I Name Resolution l Authenticatic ¢ | > |
L 4 L ) |

Cot R i Add v ,;; , s D Remote Host
- {Host Name or [P Address| Port
10.10.10.156 500

ﬁuto Conﬁgurationl [disabled V]

Local Host

|.ﬁ.ddress Method |

[U s an existing adapter and current address v]

bATIL
pTL

B || Obtain &utomatically
‘138[}‘\ Sddress -

MNetmask

[ Save J[ Cancel ]

Step 2: Click on Name Resolution on the top menu, don’t tick the Enable WINS and Enable
DNS.
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— iName Resolution I Authenticaticd * | > |

WINS / DNS
|| Enable WINS [ ] Obtain sutomatically

WINS Server Address

["] Enable DNS [ ] Dbtain &utomatically

DNS Server &ddress

DNS Suffis [ 1

[ JEnable SpitDNS [ ] Dbtain Automatically
| Add |

[ Delets |

[ Save ][ Cancel ]

Step 3: Click on Authentication on the top menu, select Mutual PSK as Authentication. Under
Identification Type, select Fully Qualified Domain Name and enter “321” for FQDN String.

| Client | Name Resolution | [Buthentication | Phase ¢ | » |

| Authentication Method | [Mutual PSK v]

Local Identity | Remote Identity | Credentials |
lldentification Typel
| Fully Qualified Domain Name v

FODN Shig
321

[ Save ][ Cancel ]

Step 4: Click on Remote Identity, select Fully Qualified Domain Name as Identification Type
and enter “123” for FQDN String.
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| Client | Name Fiesolution] Authentication IPhaseL o>

Authentication Method [Mutual PSK. ,']

Local Identity | [Remote Tdentity ll Cledentia_lsi
|Identifica!ion T ypel

| Fully Qualified Domain Name v

FODN String
124

| Save || Cancel

Step 5: Click on Credentials, the Pre Shared Key, should be the same as the Pre-shared Key
on the TL-ER6120, it’s “123456789".

| Client | Name Resolution | Authentication | Phase ¢ | » |

Authentication Method [Mutual PSK v]

| Local Identity | Remote Identity | I Credentials I

Server Certificate Autority File

| | (]
Client Certificate File -

| 1=
Client Private Key File
| |
Pre Shared Key

[ Save ][ Cancel ]
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Step 6: Click on Phase 1, under the Proposal Parameters, the Exchange Type, DH Exchange,
Cipher Algorithm, and Hash Algorithm are the same with TL-ER6120’s, we
use aggressive, group 2, 3des, md5 here.

Proposal Parameters
[ aggressive v ]
DH Exchange [group 2 v]
Cipher Algorithm [ 3des v ]
Cipher Key Length L | Bits
Hash Algorithm [ md5 v
Key Life Time limit ‘ 86400 Secs
Key Life D ata limit 0 Kbytes
[ Enable Check Point Compatible Yendor ID

[

Save

] [ Cancel

Step 7: Click on Phase 2, under the Proposal Parameters, the Transform Algorithm, HMAC
Algorithm are the same with TL-ER6120’s we use esp-3des, md5 here. PFS Exchange and
Compress Algorithm are disabled.

| Authentication | Phase 1|[Phase 2] Policy

G

Proposal Parameters

Transform Algorithm [ esp-3des v ]
Transform Key Length | {; Bits
HMAC Algorithm | md5 v
PFS Exchange [disabled v]
Compress Algorithm [ disabled v ]
Key Life Time limit 3600 Secs
Key Life Data limit 0 Kbytes
[ Save ] [ Cancel
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Step 8: Click on Policy, don't tick Obtain Topology Automatically or Tunnel All. Then click
on Add.

v'lrﬁf TR TN

| Suthentication I Phase 1 l Phase 2 || Policy | [« [»]
IPSEC Policy Configuration

Policy Generation Level

[] Maintain Persistent Security Associations
Obtain Topology Automatically or Tunnel AIII

Remote Network Resource

Add | Modify || Deete |

[ Save ][ Cancel ]

Step 9: Select Include as Type, enter the TL-ER6120’s LAN Subnet Address and Subnet Mask,
it’s 192.168.1.0, 255.255.255.0. Then click on OK and Save.

Authentication | Phase 1 | Phase 2| Policy [l

IPSEC Policy Configuration
Policy Generation Level | auto o |
f |
[] Topology Entry 2. |
| Type [Include v] o
Address 192.168. 1 . O i

MNetmask 255 255.255. 0

| Ok | | Cancel I

[LoAdd. ][ Mody |[ Delete |

Save [ Cancel
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Step 10: Click on Connect.

File Edit View Help

¥ : : { .f : :
Connect' Add  Modify Delete

10.10.10.156

Step 11: Click on Connect.

) Shrew Soft VPN Connect - 10.....c2 | =) (W38

Connect | Network |

config loaded for site '10.10.10.156"
configuring client settings ...

I‘ Connect |I| E xit l

Step 12: After Shrew Soft VPN show tunnel enabled as the followings, you need ping TL-
ER6120 LAN IP.
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configuring client settings ...
attached to key daemon ...
peer configured

iskamp proposal configured
esp proposal configured
client configured

local id configured

remote id configured
pre-shared key configured

network device configured
[tunnelenabled]

‘ Disconnect

@y Administrator: C\Wi

Microsoft Windows [(Uersion 6.1.7680]
Copyright (c) 2809 Microsoft Corporation. All rights reserved.

C:\Users\TEST-6>ping 192.168.1.1 >

Pinging 192.168.1.1 with 32 bytes of data:

!Reply from 192.168.1.1: bytes=32 time{ims TTL=64
{Reply from 192.168.1.1: bytes=32 timelims TTL=64
Reply from 192.168.1.1: bytes=32 time<ims TTL=64
Reply from 192.168.1.1: bytes=32 time<{ims TTL=64

IPing statistics for 192.168.1.1:

Packets: Sent 4, Received 4, Lost B Az loss).
Approximate round trip times in milli-seconds:

Minimum Ans, Maximum Ans, Average Ams

C:\Users\TEST-62>_

Step 13: If client connect to the VPN Server successfully, you can see IPsec SA on the list.

TP-LINK

TL-ER6120 IPsec Policy  IPsec Proposal

List of IPsec SA
Network
User Group
Advanced
Firewall
VPN

*IKE

Help

“L2TP/PPTP
Services

Maintenance

Logout
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5. How to configure LAN-to-LAN L2TP/PPTP VPN on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

TL-ERG04W.
TL-ER6120 otk IO i / !
Router A Router B

LAN-to-LAN L2TP/PPTP VPN connection is established between two VPN routers. To
configure LAN-to-LAN L2TP/PPTP VPN on TL-LINK Routers, please follow the instructions
below:

A. Connecting the devices together

B. Verify the settings needed for L2ZTP/PPTP VPN on Router

C. Configuring a L2ZTP/PPTP Server on TP-LINK router(Router A)
D. Configuring a L2ZTP/PPTP Client on TP-LINK router(Router B)

NOTE: We give the guide to configure LAN-to-LAN PPTP VPN in this example, the way to
configure LAN-to-LAN L2TP VPN is similar. If the TP-LINK Router configured as PPTP Server is
behind a NAT device, Virtual Server or DMZ should be configured on the NAT device,
otherwise the VPN tunnel can’t be established.

A. Connecting the devices together

Before setup a VPN tunnel, you need to ensure that the two routers are connected to the
Internet. After ensuring that there is an active Internet connection on each router, you need
to verify the VPN settings of the two routers, please follow the instruction below.

B. Verify the settings needed for PPTP VPN on Router

Router A’s Status Page:
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Device Info
Firmware Version:
Hardware Version:

System Time

System Time:

Running Time:

1.0.1 Build 20120417 Rel.62469

TL-ER6120 v1.0

2012-05-17 19:02:34 Thursday

26 Min, 16 Sec

WAN

WAN1 Link Up WAN2 Link Down
Primary Connection: PPPoE/Russian PPPoE Primary Connection: Dynamic IP
Status: Connected Status: Connecting...
Online Time: 1 Min, 55 Sec Thisis IP Address: 0.0.0.0

I IP Address: 183.37.240.111 | Router Subnet Mask: 0.0.0.0
Subnet Mask: 255.255.255.255 A’s |IP Gateway: 0.0.0.0
MAC Address: B0-48-7A-DD-87-EF MAC Address: B0-48-7A-DD-87-F0

Secondary Connection:

Secondary Connection:

Status:

IP Address:

Subnet Mask:
LAN/DMZ

Interface

LAN \
Router B’s Status Page:

Device Info
Firmware Version:
Hardware Version:
System Time
System Time:
Running Time:

WAN

WAN1

Primary Connection:

Status:

Online Time:

1P Address:

Subnet Mask:

MAC Address:

Secondary Connection:

Status:

1P Address:

Subnet Mask:
LAN/DMZ

Thisis RouterA’s
local subnet

Status:
IP Address:

N/

Subnet Mask:

IP Address [ Subnet Mask DHCP Server
192.168.0.1 255.255.255.0 | | Enabled
1.0.1 Build 20120417 Rel.62469
TL-ER6120 v1.0
2012-05-17 18:07:36 Thursday
2 Day, 10 Hour, 42 Min, 28 Sec
Link Up WAN2

PPPoE/Russian PPPoE
Connected

28 Min, 33 Sec
183.16.194.116
255.255.255.255
B0-48-7A-DD-8A-0B

Primary Connection:
Status:

IP Address:

Subnet Mask:
Gateway:

MAC Address:

Secondary Connection:

Thisis RouterB’s
local subnet

Status:
IP Address:

AN/

Interface
LAN

IP Address
192.168.1.1

Subnet Mask
255.255.255.0
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Subnet Mask:

DHCP Server |
Enabled ‘

MAC Address
B0-48-7A-DD-87-EE

Link Down

Dynamic IP
Connecting...
0.0.0.0

0.0.0.0

0.0.0.0
B0-48-7A-DD-8A-0C

MAC Address
B0-48-7A-DD-8A-0A



C. Configuring a PPTP Server on TP-LINK router

Step 1 : Access Router A’s management page, click on VPN->L2TP/PPTP->IP Address Pool,
enter Pool Name and IP Address Range, and then click on Add.

L2TP/PPTP Tunnel IP Address Pool List of L2ZTP/PPTP Tunne

IP Address Pool Enter pOOI =i I

| Click —

on
IP Address Range: [172.31.10.100 | - [172.31.10.200 - Add
Help

List of IP Address Pool

Fool Name: |‘-.fPN

Mo, Fool Mame IF Addres=s Range Action

Mo entries.

Select all H Delete ” Search

NOTE:

1) The IP addresses in the IP Address Pool can only be in the same subnet with the VPN
router’s LAN port in the latest firmware, and in the earlier version firmware, IP Address pool
must be in the different subnet with the VPN router’s LAN IP address range.

2) If the IP addresses in the IP Address Pool is in the same subnet with the VPN router’s LAN
port, the remote VPN clients can directly access the Internet. It's recommended that the IP
address range in the IP Address Pool do not overlap with the one in the local DHCP IP
address pool. If not in the same subnet, it must configure an extra multi-nets NAT entry.
Only in this way, the remote VPN clients can access the Internet via the VPN router in the
headquarters. The following contents will respectively introduce the two situations.

® Inthe Same Subnet
1) Configure the IP Address Pool of access router A as step 1.

2) Keep using the default gateway on remote network on clients, as the steps in the
following picture.
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p
3 VPN Connection Properties

| General | Options | Securty | Networking | Sharing |
This connection uses the following tems:

2

.4 Intemet Protocol Version 6 (TCP/IPv6
E . Intemet Protocol Version 4 (TCP/IPv4)
VT8I Te and Pomier Shanna far Microsom. Networks |

| 1P Settings [DNS | WiNs |

This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked. data
that cannot be sent on the local network is forwarded to the dialup
network.

@

I[g) Use defautt gaewayomemo(enetwodq
[ ] Disable class based route addtion

[¥] Automatic metric

® |n the Different Subnet

1) Configure the

1P Address Pool

Pool Name:

on
IP Address Range: 10.10.10.2 |-[10.10.10.33 - Add

IP Address Pool of access router A as step 1.

Enter pool name

v
PPTP2_Dialup_User |

List of IP Address Pool

|No.|

Click |

Pool Name | IP Address Range

Mo entries.

[Seled:AH][ Delete ][ Search ]

& Cliert fd [nternet Protocol Version 4 (TCP/IPv4) Properties 2 B
General
" — - ;
network

%

Action

2) Choose the menu Advanced—NAT—Multi-Nets NAT to enter the Subnet/Mask and
select the Status Activate.
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Enter subnetyand mask |

Multi-Nets NAT

N I

subnet/Mask: 10.10.10.0 /24 .

Click Add
Description: {Optional) on Clear
Status: ® Activate Inactivate Add Help

List of Rules
No. Network Address Description Status Action
No entries,
I Select All |[ Activate |[ Inactivate |[ Delete |[ Search

3) Keep using the default gateway on remote network on clients.

Step 2 : Go to L2TP/PPTP Tunnel, look for protocol, select PPTP; the Mode should be Server.

D _Arddra

L2 TR/DDTE Tunnel

G DNS setting is not necessary, it can be kept as default |

Hello Interval: 60 | sec (50-1000) Click
Frimary DNS: |EI.D.D.D | Only for Server Mode) on
Secondary DNS: |D.D.D.D | Only for Server Mode) Save
NetBIOS Passthrough: ® Enable () Disable
L2ZTP/PPTP Tunnel |

Click
Protocol: () L2TP (@ PFTP
Mod ® s () Client on add I

ode: ® Server () Clien
Enter Account Name Add Clear

Account Name: pptp

| | and Password
Passwaord: |uu |
Tunnel: [ LAN-to-LAN v| Select LAN-to-LAN
Max Connections: |1 | (1-10)
Encryption: () Enable (® Disable

Pre-shared Key: | |

Client 1p: | |

IP Address Pool: |VPN v | Enter
Router B’s

Remote Subnet: [192.168.0.1 |/[2a ]

Status: ® Activate () Inactivate local
subnet

Step 3 : Enter Account Name and Password whatever you like, here we use “pptp” as
account name, password is “pptp”.

Step 4 : Under Tunnel, select LAN-to-LAN.

Step 5 : Under IP Address Pool, select “VPN” we have added before.
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Step 6 : Under Remote Subnet, enter Router B’s local subnet, we enter “192.168.1.0/24” in

this example.

Step 7 : Look for Status, select Active.

Step 8 : Click on Add and then click on Save.

Note:

1) If the IP addresses in the IP Address Pool is not in the same subnet with the Router A’s

LAN port, the IP address Pool here should choose PPTP2_Dialup_User.

2) In the latest firmware of TP-LINK router, the Enable VPN-to-Internet button is removed
and the VPN feature is enabled by default.

3) DNS setting is not necessary and it can be kept as default. The default IP is “0.0.0.0”,
which means the LAN IP of the router is used as the DNS server address. Or you can enter

the well-known DNS server.

D. Configuring a PPTP client on TP-LINK Router

Step 1 : Access Router B’s management page, go to L2TP/PPTP Tunnel, look for protocol,
select PPTP; the Mode should beClient.

Step 2 : Enter “pptp” as Account Name and “pptp” as Password.

L2TP/PPTP Tunnel

General

Hello Interval:
Primary DNS:
Secondary DNS:

MNetBIOS Passthrough:

L2TP/PPTP Tunnel
Protocol:
Maode:
Account Name:
Password:
WAN:
Server IP:
Encryption:
Pre-shared Key:
Client IP:
IP Address Pool:
Remote Subnet:

Status:

IP Address Pool

List of LZTP/PPTP Tunnel

so | sec (50-1000)

|D.EI.D.D | (Only for Server Mode)
|D.D.D.D | {Only for Server Mode)
® Enable () Disable

() L2TP (@ PPTP

Enter Account

) Server ® Client

|pete | Name and

Password

[wan1 v|

[183.37.240.111 | (1p address / Domain name)

(") Enable (@ Disable

[192.168.0.0

flza |

@ Activate () Inactivate

Click
on
Save

Click |
on
Add

Enter Router A’s IP

Enter Router A’s
local subnet

Step 3 : Under Server IP, enter Router A’s IP address, which is 183.37.240.111.
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Step 4 : Under Remote Subnet, enter Router B’s local subnet, we enter “192.168.1.0/24” in
this example.

Step 5 : Look for Status, select Active.
Step 6 : Click on Add and then click on Save.

Step 7: If the PPTP tunnel is established successfully, you can check it on List of Tunnel.

L2TP/PPTP Tunnel IP Address Pool List of L2TP/PPTP Tunnel

List of Tunnel

No. | Protoco Account Mode Tunnel 1D Session 1D Peer IP Peer Name Status
TP-LINK_SMB_
1 PPTP pptp Client 0,0 2,1 183.37.240.111 Connected

TL-ER6120

Also, PC within the local subnet of Router B, can ping Router A’s LAN IP (192.168.0.1).

p
B¥ C\Windows\system32\cmd.exe =

icrosoft Windows

[Uersion 6.1.76081] -
Jopyright <c) 2889 Microsoft Corporation.

All rights reserved.

siNUsers\TEST>ping 192.168.0.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from
Reply from
Reply fron
Reply from

Ping statistics
Packets:

192.168.08.1:
192.168.8.1:
192.168.0.1:
192.168.08.1:

Sent

36ms,

>:\Users\TEST>

for 192.
= 4, Received
Approxinmate round trip tines

Mininum = Maximum

bytes=32
bytes=32
hytes=32
bytes=32

168.08.1:

time=36ns
time=37ns
tine=36ns
time=37ns

= 4, Lost
in milli-seconds:
= 37ms .,
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Average

TTL=63
TTL=63
TTL=63
TTL=63

= @ (Bxz loss),

= 3bns




6. How to configure a PPTP Server on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC Internet Modem TL-ER6120 P

PPTP (Point to Point Tunneling Protocol) Server is used to create a VPN connection for

remote clients. To configure PPTP Server on TP-LINK router, please follow the instructions
below:

A. Make sure PCs of two sides can access to Internet
B. Configuring a PPTP Server on TP-LINK router
C. Configuring PPTP client on remote PC (Windows 7)

NOTE: If the TP-LINK Router is behind a NAT device, Virtual Server or DMZ should be
configured on the NAT device, otherwise the VPN tunnel can’t be established.

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring a PPTP Server on TP-LINK router

Step 1:

Access the router’s management webpage, verify the settings needed on the router.
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Device Info

Firmware Version: 1.0.0 Build 20111114 Rel.52682

Hardware Version: TL-ER6120 vi.0

System Time
System Time: 2012-03-02 10:09:08 Friday

Running Time: 1 Hour, 25 Min, 15 Sec

WAN
WAN1 Link Up WAN2 Link Down
Primary Connection: PPPoE/Russian PPPoE Primary Connection: Dynamic IP
Status: Connected This is Status: Connecting...
Online Time: 9 Min, 37 Sec public P IP Address: 0.0.0.0
| 1P Address: 218.18.1.74 | ¢ address for Subnet Mask: 0.0.0.0
Subnet Mask: 255.255.255.255“ ~.remote Gateway: 0.0.0.0
MAC Address: 50-F6-52-45-A0-67 users MAC Address: S0-F6-52-45-A0-68
Secondary Connection:  --- ! Secondary Connection:  ---
Status: —-= s Status: --
1P Address: --- Thisis LAN IP IP Address: -
Subnet Mask: --- addrefs l'finge Subnet Mask: -
LAN/DMZ N
Interface [P Address Subnet Mask DHCP Server MAC Address
LAN 192.168.0.1 255.255.255.0 Enabled 90-F6-52-49-A0-66

Step 2:

Click on VPN->L2TP/PPTP->IP Address Pool, enter Pool Name and IP Address Range, and
then click on Add.

TP-LINK

TL-ER6120 L2TP/PPTP Tunnel IP Address Pool List of L2ZTP/PPTP Tunnel
G : Enter Pool Name ] -
Network ' L3 Click |
_User Group - = | on
Advanced E— = Add
T — 17 Address Range: [172.31.10.10 1 +1172.31.10.50
Firewall Lo s Mg tIe 2 s Help
e List of IP Address Pool
B :ﬁ?ec o, Peol Name 1P Address Range Action
+ L2TP/PPTP No entries,
Services [selectanl |[ Delete ][ search |
Maintenance
NOTE:

1) The IP addresses in the IP Address Pool can only be in the same subnet with the VPN
router’s LAN port in the latest firmware, and in the earlier version firmware, IP Address pool
must be in the different subnet with the VPN router’s LAN IP address range.
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2) If the IP addresses in the IP Address Pool is in the same subnet with the VPN router’s LAN
port, the remote VPN clients can directly access the Internet. It's recommended that the IP
address range in the IP Address Pool do not overlap with the one in the local DHCP IP
address pool. If not in the same subnet, it must configure an extra multi-nets NAT entry.
Only in this way, the remote VPN clients can access the Internet via the VPN router in the
headquarters. The following contents will respectively introduce the two situations.

® In the Same Subnet
1) Configure the IP Address Pool of access router A as step 2.

2) Keep using the default gateway on remote network on clients, as the steps in the
following picture.

p
3 VPN Connection Properties 2

[ General | Options | Securty | Networking | Sharing

This connection uses the following tems:
.4 Intemet Protocol Version 6 (TCP/IPv6

V] =3 Hie and Ponter Shanna for Microsofl Ietwork 1

& Cliert fd Internet Protocol Version 4 (TCP/IPv4) Properties 2 B

— y ——— -

Achanced 1o/ St
IP Settings [DNS | WINS |

This checkbox only applies when you are connected to a local

network and a dial-up network simultaneously. When checked. data

that cannot be sent on the local network is forwarded to the dialup

network.

@
[[{] Use defautt gateway on remote netwodq
| Disable class based route addtion

[V] Automatic metric

® |n the Different Subnet

1) Configure the IP Address Pool of access router A as step 1.

Enter pool name
N
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IP Address Pool

Click |
Pool Name: PPTP2_Dialup_User | on A
—
IP Address Range: 10.10.10.2 |-[10.10.10.33 Add
elp
List of IP Address Pool
MNa. Pool Name 1P Address Range Action

Mo entries.

[SelectAlIH Delete ” Search ]

2) Choose the menu Advanced—NAT—Multi-Nets NAT to enter the Subnet/Mask and
select the Status Activate.

e e Enter subnet and mask
Subnet/Mask: [10.10.10.0 |7 24 .
Click ‘ add
Description: {Optional) on Clear
Status: ® Activate Inactivate Add Help
List of Rules
No. Network Address Description Status Action
No entries.
| Select All |[ Activate ” Inactivate ” Delete H Search

3) Keep using the default gateway on remote network on clients.

Step 3:

Look for protocol, select PPTP; the Mode should be Server.

44



LZTP/PPTP Tunnel IP Address Pool

Gcenc DNS setting is not necessary, it can be kept as default

List of LZTP/PPTP Tunnel

Hello Interval: [s0 | sec (50-1000)
Primary DNS: |D.D.U.D | Ionly for Server Mode)
Secondary DNS: |D.D.U.D | Only for Server Mode)
NetBIOS Passthrough: (® Enable () Disable

LZTP/PPTP Tunnel
Protocol: () L2TP @ PPTP
Maode: ® Server () Client Enter
Account Name: |-:Iier|t | Account
Password: |"“" | Name and
Tunnel: | Client-to-LAN W | Password
Max Connections: |5 |(1-1E|)
Encryption: (_) Enable (® Disable

Pre-shared Key: |

Client 1P: |

1P Address Pool: | Group

v]

Remote Subnet: |

/]

Status: (@ Activate

Step 4:

() Inactivate

Click on

Save

Click on
Add

Save

Add

Clear

Help

Enter Account Name and Password whatever you like, here we use “client” as account name,

password is “123456”.

Step 5:

Under Tunnel, select Client-to-LAN.

Step 6:

The tunnel supports up to 10 connections, we enter 5 in this example.

Step 7:

Under IP Address Pool, select “group” we have added before.

Step 8:

Look for Status, select Active.
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Step 9:
Click on Add and then click on Save.
Note:

1) If the IP addresses in the IP Address Pool is not in the same subnet with the VPN router’s
LAN port, the IP address Pool here should choose PPTP2_Dialup_User.

2) In the latest firmware of TP-LINK router, the Enable VPN-to-Internet button is removed
and the VPN feature is enabled by default.

3) DNS setting is not necessary and it can be kept as default. The default IP is “0.0.0.0”,
which means the LAN IP of the router is used as the DNS server address. Or you can enter
the well-known DNS server.

C. Configuring PPTP client on remote PC (Windows 7)

NOTE: For remote PC to connect to PPTP server, it can use Windows built-in PPTP software
or Third-party PPTP software.

Step 1:

Click on Start->Control Panel->Network and Internet->Network and Sharing Center.

Step 2:

Click on Set up a new connection or network.
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Contrel Panel Home

View your basic network information and set up connections

Change adapter settings q n—— s Q e See full map |
m Ackances sharke TAVLOR-FC Multiple networks Intemet
(This computer)
Vievs your active rk Connect or disconract
Network Access type: Internet
Vigtk network Connections: § Locat Area Connection
Unidentified network AP N
Public nebwork Connections: Y Local Area Connection 3
Local Area Connection 4
Change your networidng settings - ~
9 IS:t up @ new connaction or network I
Set up a wireless, broadbang, dial-up, 2d hoc, or VPN connection; or set up 3 router or access
point,
F Connectte 3 network
Connect or raconnect ta a wireless, wired, dial-up, or VPN network connection,
See 2ls0 Q‘ Chm‘?' g 'r"“’" ing opti | ]
Gy Access files and printers located on other network computers, or change shanng settings,
Tnternet Options Traubieshoot problems
Windows Firewsll Diagnese and repair network probl or get troubl, ting informati
Step 3:

Choose Connect to a workplace, and then click on Next.

Choose a connection option

‘ @ Set up a dial-up connection
- ‘Connect to the Intemet using 2 dizl- -up connection.

[CNea ] [ Cancel |
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Step 4:

Select Use my Internet connection (VPN)

How do you want to connect?

# Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet,

A @ B

< Dial directly
Connect directly to a phone number without going through the Intemet.

A

Whatis a VPN connection?

Step 5:

Under Internet address field, enter router’s WAN IP address, and then click on Next.
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Type the Internet address to connect to

Your network administeator can give you this address,

Internet address: 218.18.1.74
Destination name: VPN Connection
[T1Use 3 smart card

0 [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[¥] Don't connect now; just setit up soIcan connect later

Step 6:

Enter User name and Password, and then click on Create.

Type your user name and password

User name: client
Password: sesese
[CiShow characters
Remember this password
Domain (optional):
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Step 7:

The VPN connection is created and ready to use, click on Close.

The connection is ready to use

A

< Connect now

Step 8:

Go to Network and Sharing Center and click on Change adapter settings on the left menu.

E » Contral Panel » Network and Internet » MNetwork and Sharing Center

Control Panel Home : ; R i
View your basic network information anc

Change adapter settings @ T ?

;Zeﬁhai:g; advanced sharing TAYLOR-PC Multiple network
S€ (This computer)
View your active networks
Do o
Work network
Step 9:

Right Click on VPN Connection and select Connect.
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Organize v Start this connection Rename this connection Delete this connection Change settings

= | Local Area Connecticn ‘ ‘: VPN Connection
™  Network 46 y \,!', Disconnected

@7 Atheros ARS121/ARB113/ARBI1 ... L & WANMined ™ conpect I'
Status
Set as Default Connection
Create Copy

Create Shortcut
Delete

Rename

#  Properties

Step 10:

Enter User name and Password and then click on Connect.

r S B
&« Connect VPN Connection g

User name: client

Password: bl L

Domain:

[] Save this user name and password for the following users:

Me only

@ ) Anyone who uses this computer

_Comect || Cancel | [ Propeties | [ Heb |

Step 11:

51



If the PPTP tunnel is established successfully, you can check it on List of Tunnel.

TP-LINK

Lst ¢f L2ZTP/PPTP Turnel

L2TP/PPTP Tunne P #ad

TL CRG120

Lest of Tunoed
— Ho. Froteco Accourt Modz Tunna! [D Ecizon 1D Paer IF Peerhame Status Acion

_Network
User Group
Advanced
Firawall CReterh || Searcn | el |
VPN

*IKE
*TFser
L 2TEJEPTR

1 e diunt Swrunr 2,0 21,1038 218.18.0.232 Larnectud (=]
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7. How to configure a L2TP Server on TP-LINK Router
Suitable for: TL-ER6120, TL-ER6020, TL-ER604W

PC Internet Modem TL-ER6120 P

L2TP (Layer 2 Tunneling Protocol) Server is used to create a VPN connection for remote

clients. To configure L2TP Server on TP-LINK router, please follow the instructions below:

A. Make sure PCs of two sides can access to Internet
B. Configuring a L2TP Server on TP-LINK router
C. Configuring L2TP client on remote PC (Windows 7)

NOTE: If the TP-LINK Router is behind a NAT device, Virtual Server or DMZ should be
configured on the NAT device, otherwise the VPN tunnel can’t be established.

A. Make sure PCs of two sides can access to Internet

Before setup a VPN tunnel, you need to ensure that PCs of two sides are connected to the
Internet. After ensuring that there is an active Internet connection on each side, you need to
verify the VPN settings of the two sides, please follow the instruction below.

B. Configuring a L2TP Server on TP-LINK router
Step 1:

Access the router’s management web page; verify the settings needed on the router.
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Device Info

Firmware Version: 1.0.0 Build 20111114 Rel.52682
Hardware Version: TL-ER6120 v1.0
System Time
System Time: 2012-07-18 10:29:36 Wednesday
Runneng Time: 4 Day, 22 Hour, 3 Min, 52 Sec
WAN
WAN1 Lnk Up WAN2 Lnk Down
Primary Connection:  PPPOE/Russian PPPOE Pnmary Connection:  Dynamsc 1P
Status: Connected i Connecting...
Online Time: 3 Sec A | This IP address 0.0.0.0
[P Address: 113.97.237.50 | should be typed . 0.0.0.0
Subnet Mask: 255.255.255,255\’_" in VPN client 0.0.0.0
MAC Address: 90-F6-52-8D-EE-FB 5 90-F6-52-BD-EE-FC
Secondary Connection: -— Secondary Connection: -
Status: -— Status: -
IP Address: - 1P Address: -
Subnet Mask: Subnaet Mask:
LAN/DMZ
Interface IP Address Subnet Mask DHCP Server MAC Address
LAN 192.168.0.1 255.255.255.0 Enabled 90-F6-52-BD-EE-FA
Step 2:

Click on VPN->L2TP/PPTP->IP Address Pool, enter Pool Name and IP Address Range, and
then click on Add.

TP-LINK

TL-ER6120 LZTP/PPTP Tunnel 1P Address Pool Ust of L2ZTP/PPTP Tunnel

1P Address Pool I Enter Pool Name ] Click '

Network ) - on ~ N
—"'—‘_—Uu' Group Pool Name: testl - 4 Add /
_ Advanced IP Address Range: 172.31.10.10 +1172.31.10.20

Firewall

VPN List of IP Address Pool

* IKE No. Pool Name IP Address Range Action
*iPsec No entries.
*L2TP/PPTP
SEIGG [ Select Al || Delete || Search |
NOTE:

1) The IP addresses in the IP Address Pool can only be in the same subnet with the VPN
router’s LAN port in the latest firmware, and in the earlier version firmware, IP Address pool
must be in the different subnet with the VPN router’s LAN IP address range.

2) If the IP addresses in the IP Address Pool is in the same subnet with the VPN router’s LAN
port, the remote VPN clients can directly access the Internet. It's recommended that the IP
address range in the IP Address Pool do not overlap with the one in the local DHCP IP
address pool. If not in the same subnet, it must configure an extra multi-nets NAT entry.
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Only in this way, the remote VPN clients can access the Internet via the VPN router in the
headquarters. The following contents will respectively introduce the two situations.

® In the Same Subnet
1) Configure the IP Address Pool of access router A as step 2.

2) Keep using the default gateway on remote network on clients, as the steps in the

following picture.

F ™
k. 3 VPN Connection Properties &
N
vai! | General | Options | Securty | Networking | Sharing
Connection This connection uses the following items:
. .4 Intemet Protocol Vets'cn 6

P =
’ e ettt network
Advanced TCP/IP Settings é‘ -— network

IP Settings [DNS | Wins |

This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
network.

@
[M Use defautt gateway on remote netwofkl

| Disable class based route addtion

[¥] Automatic metric

® |n the Different Subnet

1) Configure the IP Address Pool of access router A as step 1.

1P Address Pool Enter pool name

> Ciok| =
Pool Name: PPTP2_Dialup_User | on
: -Clear
IP Address Range: 10.10.10.2 |-[10.10.10.33 Add
elp
List of IP Address Pool
Mo. Pool Name | IP Address Range Action

Mo entries.

[Select.t\ll][ Delete ][ Search l

2) Choose the menu Advanced—NAT—Multi-Nets NAT to enter the Subnet/Mask and
select the Status Activate.
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Multi-Nets NAT

Enter subnetland mask

Subnet/Mask: [10.10.10.0 / 24 .
Click Add
Description: (Optional) on Clear
Status: & Activate Inactivate Add Help
List of Rules
No. Network Address Description Status Action
Mo entries.
I Select All |[ Activate |[ Inactivate |[ Delete ][ Search
3) Keep using the default gateway on remote network on clients.
Step 3:
Look for protocol, select L2TP; the Mode should be Server.
L2TP/PPTP Tunnel IP Address Pool List of L2TP/PPTP Tunnel
& DNS setting is not necessary, it can be kept as default |
Hello Interval: 60 Sec (60-1000)
Primary DNS: Only for Server Mode) Click on I
_Save
Secondary DNS: 0.0.0.0 Only for Server Made) Save
NetBIOS Passthrough: (® Enable () Disable
L2TP/PPTP Tunnel
Protocal: ) L2TP () PPTP Click on
Mode: @ s () Client add I
ode: (® Server () ien Enter Add —
ccount
Password: X I Name and
unnel E—
Max Connections: (i-10)
Encryption: ®) Enable () Disable

Pre-chared Key:
Client IF:

IP Address Poal:
Remote Subnet:

Status:

Step 4:

5678
0.0.0.0

testl v
— /[
@) Activate () Inactivate

Enter Account Name and Password whatever you like, here we use “tplinktest” as account

name, password is “1234”,
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Step 5:

Under Tunnel, select Client-to-LAN.

Step 6:

The tunnel supports up to 10 connections, we enter 10 in this example.

Step 7:

Under Encryption, select Enable, and then enter “5678” as Pre-shared Key.

Step 8:

Under IP Address Pool, select “testl” we have added before.

Step 9:

Look for Status, select Active.

Step 10:

Click on Add.

Note:

1) If the IP addresses in the IP Address Pool is not in the same subnet with the VPN router’s
LAN port, the IP address Pool here should choose PPTP2_Dialup_User.

2) In the latest firmware of TP-LINK router, the Enable VPN-to-Internet button is removed
and the VPN feature is enabled by default.

3) DNS setting is not necessary and it can be kept as default. The default IP is “0.0.0.0”,
which means the LAN IP of the router is used as the DNS server address. Or you can enter
the well-known DNS server.

Step 11:

As we enabled Encryption, we need to go to VPN->IPsec, enable IPsec and then click on Save.
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P

General
B — IPsac: ) Disable | Save |

User Group

Advanced IPsac Palicy

Firewall Policy Name:

VPN ) -m
e e e Coe)
«iPsec Local Subnet: /] [Chelo_]
*L2TP/PPTP Oamara Cidnmas: ‘

C. Configuring L2TP client on remote PC (Windows 7)

NOTE: For remote PC to connect to L2TP server, it can use Windows built-in L2TP software
or Third-party L2TP software.

Step 1:

Click on Start->Control Panel->Network and Internet->Network and Sharing Center.

Step 2:

Click on Set up a new connection or network.

|

mvl 55 » Control Panel » Network and Intemnet » Network and Sharing Center - l +y | l Search Con.. P |
Control Panel Home ®
View your basic network information and set up connections
Change adapter settings * [ ™ e See full map
: -
fwmg‘"""' M TAYLOR-PC Multiple networks Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Work network Connections: § Local Area Connection
Access type No network access
Public o Connections: § Local Ares Connection 3
= Local Ares Connection 4
Change your networking settings

? ISet up & new connection or network l

Set up & wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

? Connect to a network
Connect of reconnect to 8 wireless, wired, dial-up, or VPN network connection.

See als0 “ Choose homegroup and sharing cptions

oo Access files and prnters located on other network computers, or change shaning settings.
Internet Options [E Troubleshoot problems
Windows Ficewall Diagnose and repair network problems, or get troubleshooting information,
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Step 3:

Choose Connect to a workplace, and then click on Next.

Step 4:

Select Use my Internet connection (VPN)
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How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N Q@ B

3 Dial directly

Connect directly to a phone number without going through the Internet.

Whatis 3 VPN connection?

Step 5:

Under Internet address field, enter router’s WAN IP address, and then click on Next.

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 11397.237.50

|71 Use a smart card

0 [”] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.

[¥1Don't connect now; just set it up so I can connect later
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Step 6:

Enter User name and Password, and then click on Create.

Type your user name and password

User name:

Password:

Step 7:

The VPN connection is created and ready to use, click on Close.
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@ Lup; Connect to a3 Workplace

The connection is ready to use

! Vi o

= Connect now

Step 8:

Go to Network and Sharing Center and click on Change adapter settings on the left menu.

* » Control Panel » Metwork and Internet » Metwork and Sharing Center

GO~

Control Panel Home . . . .
View your basic network information anc

Change adapter settings nL' ,L-l
=== -

Change advanced sharing . ]

settings TAYLOR-PC Multiple network

(This computer)

View your active networks

{ ; Networlk
lE Work network

Step 9:

Right Click on VPN Connection and select Properties. On the Security tab, Select Layer 2
Tunneling Protocol with IPsec (L2TP/IPsec), under Data encryption, select Require encryption
(disconnect if server declines).
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GO.D » Comtrol Paned » Network and ) » Network C w » v | 4y || Search Network Connections »|
Oeganize » Start thes R
Local Area Comnection
Hetwork

B oatek PCle GBE Famdy Controlles

Fropertes

@ Aow Pese protoco

1| Unencrypted password PAP)
7] Oralonge Mandshaie Auhectcaton Pratoos! CHAP)
¥ Micosoht CHAP Version 2 MSOHAP v2)

7] Atceuncaly ute my Windows logon nirme and
oastword (nd doman £ any)

| 1] o)

Step 10:

Click on Advanced settings, pick Use preshared key for authentication, and then enter the
key, here is “5678".

@ Use preshared key for authentication

Key: 5678

|
@ Alow these ¢ (0) Use certificate for authentication
| /] Verify the Name and Usage attributes of the server's certificate

[Z] Unencryp

[#] Challengg =

(¥] Microsoft | | —
;O:I [ ok ][ cancel | :

J

o) o)
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Step 11:

Double click on VPN Connection, enter User name and Password and then click on Connect.

P

& Connect VPN Connection |

User name: tplink ket
Pasaword: sauel
Damain:

[] Save thiz uzer name and pazsword for the following users:

ke only
l@l Anpane who uzes this complber

[ Connect ][ Cancel H Properties H Help
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